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Bob Levitus, nationally known Apple columnist and author, says there are two types of 
computer users, "those who have had a hard disk crash and those who are going to 
have one".  Is your critical data backed up?  It doesn't matter that you have one of those 
high tech solid-state drives.  Sooner or later, something is going to happen and you are 
going to want to recover some or all of your files. 
 
Backups can be either on-site or off-site.  You should have at least one of each.  You 
can backup your data to another physical drive on your computer or an external drive. 
 That is a good start, but what happens if you have a fire at your house?  You need to 
have your most critical files backed up to a site safely away from your home. 
 
Specific “how to” instructions are beyond the scope of this article.  There are too many 
combinations of hardware and operating systems to consider, but we will outline the key 
things. 
 
On-site backups are typically captured on “external” media.  External media reside 
outside the confines of your computer.  If you have a second hard drive in your 
computer, it is a candidate target for backups. However, if there is some trauma to your 
computer (e.g. lightning strike), your “internal” backup may be fried, too.  Such “internal” 
media are suitable for recovering files that are accidentally deleted or corrupted, but 
they should not be your only disaster backup. 
 
External media come in a variety of shapes and sizes.  We will discuss some of the 
obvious and not so obvious.  
 

External hard drives – Hard drives just like the one inside your computer are 
available in external cases complete with power supplies.  They typically connect 
to your computer via USB or Firewire.  Some even get their power from the 
computer through the connecting cable.  Drives currently come in sizes up to 4 
TB (roughly 4 trillion bytes). 
 
Optical media – CD-ROM and/or DVD optical drives have been a staple of 
computer peripherals for years.  A CD-ROM contains roughly 700 MB (roughly 
700 million bytes) while a normal DVD will hold 4.7 GB (roughly 4.7 billion bytes).  
The archival quality of optical media is suspect.  They are acceptable for short- to 
intermediate-term storage, but are suspect for long-term storage as the recorded 
surface can degrade due to oxidation. 
 
Camera memory cards – Originally designed for use in digital cameras, these 

cards come in a variety of form factors (e.g. SD, CompactFlash) and capacities.  
Current computer models invariably have a slot for one or more of these devices.  
The intent was to allow you to import your photos, but you can write to the cards 
in these slots as well as read from them.  The capacity of these cards is 



increasing all the time as digital recording demands increase.  They come in at 
least 64 GB capacities. 
 
USB flash drives – Often called “thumb drives”, these memory devices plug into 

the USB slot on your computer.  They function like a hard drive.  These also 
come in capacities up to 64 GB. 

 
So how does one create a backup with one of these devices?  Well, with the non-optical 
media, it can be as simple as “drag and drop”: 
 

1. Connect your backup media. 
2. Select the files/folders you want to backup. 
3. Drag them to the backup device. 
4. Follow appropriate procedures to “disconnect” your backup media. 

 
With optical media, you will need to use an application like Windows Explorer or create 
a “burn folder” on a Mac in order to write to the files/folders to a blank disc. 
 
Microsoft and Apple have applications that can automate this process.  These programs 
allow you to describe which files/folders you want backed up and establish a schedule 
for doing it automatically.  Under Windows, look for “Backup and Restore”.  Mac OS 
provides “Time Machine”. 
 
What next, now that you have created a backup of your stuff?  Well, one backup is not 
enough.  You need to repeat this process, preferably using a different device.  Two 
backups on the same drive are not as safe as two backups on different drives.  In the 
first case, you have a single point of failure.  With two backups on different devices, you 
can then alternate between them. 
 
One of your backups should be off-site to mitigate loss due to theft or fire.  You could 
store one of your off-site backups in a safe deposit box or with a friend or relative.  
Perhaps this might be where the “cloud” can help. 
 
The “cloud” is a fancy marketing term for off-site data storage.  Many vendors operate in 
this space.  Microsoft has SkyDrive, Apple has iCloud, and there are numerous others 
(e.g. Carbonite).  Most are free to try, but you will pay a fee for a large amount of data 
(e.g. greater than 5 GB).  Some work automatically while others require some manual 
intervention.  These services allow you to copy files seamlessly to off-site datacenters.  
Common sense says that this service works better for backing up than for retrieving.  
The former process works in the background, as you are not in a hurry.  However, 
promptly retrieving many files over the Internet when you have had a crash stretches 
believability.  Don’t put all your “eggs” in this “basket” just yet. 
 
Now that you know the basics, establish a backup strategy and implement it promptly.  
Don’t lose irreplaceable files such your digital photos.  You will thank yourself and your 
family will appreciate it. 


